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POLICE ACCOUNTABILITY BOARI

July 17, 2025

VIA ELECTRONIC MAIL [Email]

Honorable Mayor Ishii and Members of the Berkeley City Council
council@berkeleyca.gov

2180 Milvia Street

Berkeley, CA 94704

Re: PAB Response to BPD’s Surveillance Acquisition Report and External Fixed
Surveillance Cameras Use Policy — Flock Safety Condor Video Cameras

Dear Honorable Mayor Ishii and Members of the Berkeley City Council,

Pursuant to the Surveillance Technology Ordinance (BMC Chapter 2.99) and in response to the
June 18, 2025, transmission by the Chief of Police requesting Board review of the proposed
acquisition of Flock Safety PTZ (pan-tilt-zoom) cameras, the Police Accountability Board (PAB)
respectfully submits the following recommendations and concerns for your consideration.

The PAB recognizes the public safety goals outlined in the proposal and appreciates the
Department’s efforts to enhance its ability to effectively prevent and respond to crime. However,
after reviewing the submitted Acquisition and Use Policy, the vendor history, and community
feedback, the Board recommends adding data-sharing and retention provisions into Policy 351
(External Fixed Video Surveillance Cameras) and/or Policy 1304 (Surveillance Use Policy,
External Fixed Video Surveillance Cameras—in order to prevent misuse by federal immigration
authorities or states seeking to restrict reproductive rights. Specifically, the Board recommends
incorporating the stronger policy language in Policy 1305 (Surveillance Use Policy-Fixed
Automated License Plate Readers) into the external fixed video surveillance camera use policy.
Our proposed red-line of the policies is attached for your reference.
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Summary of Concerns
1. Proposed Vendor Flock’s Practices & Risks to Sanctuary City Commitments

Protecting the privacy of Berkeley residents from potential misuse of data by federal immigration
authorities is a critical component of the City’s sanctuary city commitments. California’s SB 54
prohibits local law enforcement from sharing personal information—including personal
information maintained by third-party vendors—for immigration enforcement purposes and
encourages agencies to implement governance policies to prevent such misuse.

Nevertheless, Flock Safety has faced national scrutiny over its data-sharing practices, including
cases where access was provided—either intentionally or inadvertently—to agencies involved in
immigration enforcement!' or in enforcing laws from other states that restrict reproductive rights.?
Despite changes in their data-sharing model, the vendor’s reported evasion of restrictions on
sharing data with federal immigration authorities raises serious concerns in a sanctuary city like
Berkeley. The current Use Policy does not provide explicit contractual or technical safeguards to
prevent such data access, and vendor limitations on data transfer are insufficient to protect
vulnerable populations. To ensure these protections are durable and enforceable, the City should
confirm that contractual terms and Policies 354 and 1304 explicitly prohibit such data sharing,
require alignment with SB 54, limit data retention to thirty days,’ and mandate prompt City
notification of any federal data requests.

2. Ciritical Gaps in Policies 354 and 1304 (External Fixed Video Surveillance Cameras)

Neither Policy 354 nor Policy 1304 governing the use of external fixed video surveillance cameras
include the following critical provisions that are currently in Policy 1305 governing Automated
License Plate Readers (ALPRs):

! See, e.f., The San Francisco Standard, “Oakland and San Francisco Police Are Sending License Plate Data to ICE,”
July 14, 2025, https://sfstandard.com/2025/07/14/oakland-san-francisco-ice-license-plate-readers/; CalMatters,

“California Police Are Sharing License Plate Data with ICE. Should They Be?,” June 2025,
https://calmatters.org/economy/technology/2025/06/california-police-sharing-license-plate-reader-data/; 404 Media,
“ICE Taps Into Nationwide Al-Enabled Camera Network, Data Shows,” 2025, https://www.404media.co/ice-taps-
into-nationwide-ai-enabled-camera-network-data-shows/.

2 See, Mitchell Armentrout, “Mount Prospect police probed for sharing Illinois license plate reader data in Texas
abortion case,” Chicago Sun-Times, June 12, 2025. https://chicago.suntimes.com/abortion/2025/06/12/license-plate-

readers-illinois-abortion-immigration

3 The current data retention period for video surveillance footage requires recordings to be purged within one hundred
eighty (180) days. In contrast, Automated License Plate Reader (ALPR) data is subject to a 30-day purge period. The
PAB recommends aligning the surveillance footage retention timeline with the 30-day period established under the
ALPR policy.
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o 30-day data retention timeframes

o Technical access control mechanisms to prevent remote or third-party retrieval of
footage without local authorization.

o Public audit logs and retention review protocols to ensure transparency and
accountability

Recommendation: Incorporate Data Retention Periods and Data Protection Mechanisms for
Fixed Surveillance Cameras That Already Apply to ALPR Systems in Order to Uphold
Sanctuary City Commitments and Protect Individual Privacy

If the Council chooses to proceed with the acquisition, the PAB recommends incorporating the
attached red-lined language into BPD’s proposed Policy 1304 — Surveillance Use Policy: External
Fixed Video Surveillance Cameras and Policy 351 — External Fixed Video Surveillance Cameras.
The recommended language is intended to address concerns regarding the potential use of
surveillance data in ways that conflict with the City’s sanctuary policies, compromise protections
for reproductive freedom, or erode individual privacy rights.

First, the PAB recommends aligning the data retention period for fixed surveillance camera
footage with the existing 30-day retention policy for ALPR data. Given that both systems operate
through Flock’s software and might be used in tandem,* a unified retention timeline promotes
consistency in data governance, simplifies oversight, and reinforces the City’s commitments to
sanctuary policies and reproductive rights. The PAB acknowledges that there may be specific
instances in which retaining footage or data beyond 30 days is necessary; such exceptions should
be clearly defined and documented in accordance with applicable policies.

Second, the PAB also recommends incorporating the data protection mechanisms for ALPR data
into the fixed surveillance camera footage policy. Currently Policy 1305 (ALPR Use Policy)
requires BPD to observe a series of “safeguards regarding access to and use of stored data” that is
derived from California’s SB 34. For example, Policy 1305 requires that every attempt to access
ALPR data “be documented by either the associated Berkeley Police case number or incident
number, and/or a reason for the inquiry.” The PAB recommends applying those same safeguards
to the use of external fixed surveillance cameras.

Third, the PAB recommends requiring BPD to report any request from federal immigration
authorities, vendor, or any non-local agency to access data for federal immigration enforcement
purposes within a reasonable timeframe established by the Council.

Conclusion

4 Policy 351.3.3 states: BPD “is prohibited from integrating or accessing system capabilities of the video surveillance
system with other systems, such as gunshot detection, automated license plate recognition, facial recognition and
other video-based analytical systems.” BPD would need to amend this policy if the Council approved the integration
of Flock external fixed surveillance cameras.
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The Police Accountability Board remains committed to supporting efforts that enhance public
safety while safeguarding civil liberties and community trust. However, with the acquisition of
these new cameras and their increased capabilities, there is concern that the current fixed camera
policies may not be sufficiently robust or fully aligned with Berkeley’s Sanctuary City
commitments and core values. The Board recommends revising the policies to explicitly address
these concerns and ensure clear protections consistent with the City’s commitments.

We look forward to continuing to work with the Council, ODPA, and BPD to improve public
safety in a manner consistent with Berkeley’s values and legal obligations.

Sincerely,
fiea

Joshua Cayetano, Chair
Police Accountability Board

Cc:  Paul Buddenhagen, City Manager
David White, Deputy City Manager
Jennifer Louis, Chief of Police
Jen Tate, Deputy Chief of Police
Farimah Brown, City Attorney
Mark Numainville, City Clerk
Hansel Aguilar, Director of Police Accountability

Attachments:

1. Proposed Amendment to BPD Policy 351 “External Fixed Video Surveillance
Cameras”

2. Proposed Amendment to BPD Policy 1304 “Surveillance Use Policy — External
Fixed Video Surveillance Cameras”

3. BPD Policy 1305 “Surveillance Use Policy — Fixed Automated License Plate
Readers (ALPRs)”

Page 4 of 4



Attachment 1
Proposed Amendment to BPD Policy 351 “External Fixed
Video Surveillance Cameras”



Berkeley Police Department
3 5 1 Law Enforcement Services Manual

External Fixed Video Surveillance Cameras

351.1 PURPOSE AND SCOPE
This policy provides guidance for the placement and monitoring of City of Berkeley external fixed
video surveillance cameras by the Berkeley Police Department (BPD).

This policy only applies to fixed, overt, marked external video surveillance systems utilized by the
BPD. It does not apply to mobile audio/video systems, covert audio/video systems or any other
image-capturing devices used by the Department, as authorized by the City Council for use by
other City Departments. BPD Personnel shall adhere to the requirements for External Fixed Video
Surveillance Cameras covered in this policy as well as the corresponding Surveillance Use Policy
-1304.

351.2 POLICY

The Berkeley Police Department utilizes a video surveillance system to enhance its anti-crime
strategy, to effectively allocate and deploy personnel, and to enhance safety and security in public
areas. As specified by this policy, cameras may be placed in strategic locations throughout the
City to record, deter, and solve crimes, to help the City safeguard against potential threats to the
public, and to help manage emergency response situations during natural and human-made
disasters, among other uses specified in Section 351.3.1.

Video surveillance in public areas will be conducted in a legal and ethical manner while recognizing
and protecting constitutional standards of privacy.

351.3 OPERATIONAL GUIDELINES

Only City Council-approved video surveillance equipment shall be utilized. BPD members
authorized to review video surveillance may only record and review public areas and public
activities where no reasonable expectation of privacy exists and pursuant to Section 351.3.1. The
City Manager shall obtain Council approval of any proposed additional locations for the placement
and use of video surveillance technology.

351.3.1 PLACEMENT REVIEW AND MONITORING

Camera placement will only occur in locations approved by the City Council and will be guided by
this policy and the underlying purpose or strategy associated with the overall video surveillance
plan. As appropriate, the Chief of Police should confer with other affected City departments when
evaluating camera placement. Environmental factors, including lighting, location of buildings,
presence of vegetation or other obstructions, should also be evaluated when determining
placement.

Camera placement includes existing cameras such as those located at San Pablo Park, the
Berkeley Marina, and cameras placed in Council identified and approved intersections throughout
the City, and potential future camera locations as approved by City Council.

Current City Council approved locations:
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Berkeley Police Department

Law Enforcement Services Manual

External Fixed Video Surveillance Cameras

6™ Street at University Avenue

. San Pablo Avenue at University Avenue
. 7th Street at Dwight Way

. San Pablo Avenue at Dwight Way

* 7™ Street at Ashby Avenue

. San Pablo Avenue at Ashby Avenue
. Sacramento Street at Ashby Avenue
. College Avenue at Ashby Avenue

. Claremont Avenue at Ashby Avenue

* 62" Street at King Street

The cameras shall only record video images and not sound. Recorded images pursuant to Section
351.5 may be accessed, reviewed, and used for specific criminal or BPD administrative
investigations and video surveillance may be accessed and reviewed by authorized BPD
personnel for the following purposes:

(a) To support specific and active criminal investigations.

(b) To support serious traffic-related investigations.

(c) To support police misconduct investigations, and

(d) To respond to and review critical incidents or natural disasters.

Unauthorized recording, viewing, reproduction, dissemination, or retention of video footage is
prohibited.

351.3.2 FIXED CAMERA MARKINGS
All public areas monitored by video surveillance equipment shall be marked in a conspicuous
manner with unobstructed signs to inform the public that the area is under police surveillance.

351.3.3 INTEGRATION WITH OTHER TECHNOLOGY

The Department is prohibited from integrating or accessing system capabilities of the video
surveillance system with other systems, such as gunshot detection, automated license plate
recognition, facial recognition and other video-based analytical systems.

351.4 VIDEO SUPERVISION

Access to video surveillance camera data shall be limited to Berkeley Police Department (BPD)
personnel utilizing the camera database for uses authorized above, with technical assistance from
Public Works Department and Department of Information Technology personnel. Information may
be shared in accordance with Sections 351.6 or 1304.9 below. BPD members seeking access to
the camera system shall obtain the approval of the Investigations Division Captain, or their
designee.
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Berkeley Police Department

Law Enforcement Services Manual

External Fixed Video Surveillance Cameras

Supervisors should monitor video surveillance access and usage to ensure BPD members are
complying with this policy, other applicable department policy, and applicable laws. Supervisors
should ensure such use and access is appropriately documented.

351.4.1 VIDEO LOG

No one without authorization will be allowed to login and view the recordings. Those who are
authorized and login should automatically trigger the audit trail function to ensure compliance with
the guidelines and policy.

351.4.2 PROHIBITED ACTIVITY
Video surveillance systems will not intentionally be used to invade the privacy of individuals or
observe areas where a reasonable expectation of privacy exists.

Video surveillance systems shall not be used in an unequal or discriminatory manner and shall
not target protected individual characteristics including, but not limited to race, ethnicity, national
origin, religion, disability, gender or sexual orientation.

Video surveillance equipment shall not be used to harass, intimidate or discriminate against any
individual or group.

Video surveillance systems and recordings are subject to the Berkeley Police Department's
Immigration Law Policy, and hence may not be shared with federal immigration
enforcement officials, unless required by federal law.

Video recordings shall not be disclosed to law enforcement agencies from other states if the
purpose of the request is to support the enforcement of laws that restrict or criminalize
reproductive rights.

351.5 STORAGE AND RETENTION OF MEDIA

Video surveillance recordings are not government records pursuant to California Government
Code 34090 in and of themselves. Except as otherwise permitted in this section, video surveillance
recordings shall be purged thirty (30) days of recording. Recordings of incidents involving use of
force by a police officer or involving, detentions, arrests, or recordings relevant to a formal or
informal complaint against a sworn police officer shall be retained for a minimum of two years and
one month. Recordings relating to court cases and complaints against BPD sworn officers that are
being adjudicated will be manually deleted at the same time other evidence associated with the
case is purged in line with the Department's evidence retention policy. Any recordings related to
a police misconduct investigation shall be maintained until such matter is fully adjudicated, at
which time it shall be deleted in line with the Department's evidence retention policy, and any
applicable orders from the court.

Any recordings needed as evidence in a criminal or police misconduct proceeding shall be copied
to a suitable medium and booked into evidence in accordance with current evidence procedures.

351.5.1 EVIDENTIARY INTEGRITY
All media downloaded and retained pursuant to this Policy shall be treated in the same manner
as other evidence. Media shall be accessed, maintained, stored and retrieved in a manner that
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Berkeley Police Department

Law Enforcement Services Manual

External Fixed Video Surveillance Cameras

ensures its integrity as evidence, including strict adherence to chain of custody requirements.
Electronic trails, including encryption, digital masking of innocent or uninvolved individuals to
preserve anonymity, authenticity certificates and date and time stamping, shall be used as
appropriate to preserve individual rights and to ensure the authenticity and maintenance of a
secure evidentiary chain of custody.

351.6 RELEASE OF VIDEO IMAGES
Data collected and used in a police report shall be made available to the public in accordance with
department policy and applicable state or federal law, also referenced in Policy 1304.8.

Requests for recorded video images from the public or the media shall be processed in the same
manner as requests for department public records pursuant to Policy 804, Records Maintenance
and Release.

Requests for recorded video from other law enforcement agencies shall be referred to the
Investigations Division Captain, or their designee for release in accordance with this policy and
must be related to a specific active criminal investigation.

Requests for recorded video from the Office of Director of Police Accountability and Police
Accountability Board shall be referred to the Investigations Division Captain, or their designee, for
release in accordance with Charter Article XVIII, Section 25, Subdivision (20)(a).

Recorded video images that are the subject of a court order or subpoena shall be processed in
accordance with the established department subpoena process.

351.7 VIDEO SURVEILLANCE AUDIT

The video surveillance software generates a site log each time the system is accessed. The site
log is broken down by server, device, user or general access. The site log is kept on the server
for two years and is exportable for reporting. System audits will be conducted by the Office of
Strategic Planning and Accountability on a regular basis, at least biennial.

BPD will enforce against prohibited uses of the cameras pursuant to Policy 1010, Personnel
Complaints, or other applicable law or policy. The City Manager shall enforce against any
prohibited use of cameras and/or access to data by other City of Berkeley personnel.

The audit shall be documented in the form an internal department memorandum to the Chief of
Police. The memorandum shall include any data errors found so that such errors can be corrected.
After review by the Chief of Police, the memorandum and any associated documentation shall be
published on the City of Berkeley website in an appropriate location, and retained within the Office
of Strategic Planning and Accountability.

351.8 TRAINING

All department members authorized to operate or access video surveillance systems shall receive
appropriate training. Training should include guidance on the use of cameras, associated software,
and review of relevant policies and procedures, including this policy, as well as review of relevant
City of Berkeley laws and regulations. Training should also address state and federal law related
to the use of video surveillance equipment and privacy. All relevant recordings that are utilized
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External Fixed Video Surveillance Cameras

will be collected pursuant to Policy 802, Property and Evidence, and retained pursuant to Policy
804, Records and Maintenance.

351.9 MAINTENANCE

It shall be the responsibility of the Public Works Director to facilitate and coordinate any updates
and required maintenance, with access limited to that detailed in the City Manager's promulgated
policies.
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Berkeley Police Department

Law Enforcement Services Manual

Surveillance Use Policy-External Fixed Video
Surveillance Cameras

1304.1 PURPOSE
This policy provides guidance for the use of City of Berkeley external fixed video surveillance
cameras by the Berkeley Police Department (BPD).

This policy only applies to fixed, overt, marked external video surveillance systems utilized by
BPD. It does not apply to mobile audio/video systems, covert audio/video systems or any other
image-capturing devices used by the Department. Department personnel shall adhere to the
requirements for External Fixed Video Surveillance Cameras covered in this policy as well as the
corresponding Use Policy-351.

This Surveillance Use Policy is legally-enforceable pursuant to BMC 2.99.

1304.2 AUTHORIZED USE

Only BPD members who receive training on this policy, who are then granted access by an
administrator may access the data from the video surveillance cameras. This data may only be
accessed to further a legitimate law enforcement purpose, as listed in this Policy. Members must
follow the necessary logging mechanisms, such as case number and case type when querying
the database.

The cameras shall only record video images and not sound. Recorded images pursuant to Section
351.5 may be accessed, reviewed, and used for specific criminal or BPD administrative
investigations and video surveillance may be accessed and reviewed by authorized BPD
personnel for the following purposes:

(@) To support specific and active criminal investigations.

(b) To support serious traffic-related investigations.

(c) To support police misconduct investigations, and

(d) Torespond to and review critical incidents or natural disasters.

Unauthorized recording, viewing, reproduction, dissemination, or retention of video footage is
prohibited.

The following are prohibited uses of the video surveillance system:

(@) Unauthorized recording, viewing, reproduction, dissemination, or retention of video
footage is prohibited.

(b) Video surveillance systems will not intentionally be used to invade the privacy of
individuals or observe areas where a reasonable expectation of privacy exists.

(c) Video surveillance systems shall not be used in an unequal or discriminatory manner
and shall not target protected individual characteristics including, but not limited to
race, ethnicity, national origin, religion, disability, gender or sexual orientation.
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Berkeley Police Department

Law Enforcement Services Manual

Surveillance Use Policy-External Fixed Video Surveillance Cameras

(d) Video surveillance equipment shall not be used to harass, intimidate or discriminate
against any individual or group.

(e) Video surveillance systems and recordings are subject to the Berkeley Police
Department's Immigration Law Policy, and hence may not be shared with federal
immigration enforcement officials, unless required by federal law.

(f)  Video recordings shall not be disclosed to law enforcement agencies from other states
if the purpose of the request is to support the enforcement of laws that restrict or
criminalize reproductive rights.

1304.3 DATA COLLECTION

The cameras will film and store video on City of Berkeley encrypted servers. License plate and
facial recognition data hardware is not installed on the cameras and may not be installed or used
unless approved by the City council. Audio is a standard feature of the camera, but is deactivated
by the system administrator and may not be activated or used unless approved by the City Council.
The cameras and storage devices shall be wholly owned and operated/maintained by the City of
Berkeley.

1304.4 DATA ACCESS

Access to video surveillance cameras data shall be limited to BPD personnel utilizing the camera
database for uses described above and pursuant to Use Policy 351, with technical assistance
from Public Works Department and Department of Information Technology personnel. Information
may be shared in accordance with 1304.9 below. BPD members seeking access to the video
surveillance system shall obtain the approval of the Investigations Division Captain, or their
designee.

Supervisors should monitor camera access and usage to ensure BPD members are complying
with this policy, other applicable department policy, and applicable laws. Supervisors should
ensure such use and access is appropriately documented.

1304.5 DATA PROTECTION

All data transferred from the cameras and the servers shall be encrypted. Access to the data must
be obtained through the Public Works Department according to this policy and published
regulations that limit access and use of data by Public Works and other City Departments and
personnel. All system access including system log-in, access duration, and data access points is
accessible and reportable and shall be documented by the Public Works Department's authorized
administrator. All relevant recordings that are utilized will be collected pursuant to Policy 802,
Property and Evidence, and retained pursuant to Policy 804 Records and Maintenance.

1304.6 CIVIL LIBERTIES AND RIGHTS PROTECTION

The Berkeley Police Department is dedicated to the most efficient utilization of its resources and
services in its public safety endeavors. The Berkeley Police Department recognizes the need
to protect its ownership and control over shared information and to protect the privacy and civil
liberties of the public, in accordance with federal and state law. Provisions of this policy, including

Copyright Lexipol, LLC 2025/03/17, All Rights Reserved. Surveillance Use Po|icy-Extema| Fixed Video
Published with permission by Berkeley Police Department Surveillance Cameras - 2



Berkeley Police Department

Law Enforcement Services Manual

Surveillance Use Policy-External Fixed Video Surveillance Cameras
1304 .4 Data Access, 1304.5 Data Protection, 1304.7 Data Retention, 1304.8 Public Access and

1304.9 Third Party Data Sharing serve to protect against any unauthorized use of video
surveillance camera data. License plate and facial recognition data hardware is not installed on the
cameras. Audio is a standard feature of the camera, but is deactivated by the system administrator.
These procedures ensure the data is not used in a way that would violate or infringe upon anyone's
civil rights and/or liberties, including but not limited to potentially disparate or adverse impacts on
any communities or groups.

1304.7 DATA RETENTION

Video surveillance recordings are not government records pursuant to California Government
Code 34090 in and of themselves. Except as otherwise permitted in this section, video surveillance
recordings shall be purged within thirty (30) days of recording. Recordings of incidents involving
use of force by a police officer or involving detentions, arrests, or recordings relevant to a formal
or informal complaint against a police officer shall be retained for a minimum of two years and one
month. Recordings relating to court cases and complaints against BPD sworn officers that are
being adjudicated will be manually deleted at the same time other evidence associated with the
case is purged in line with the Department's evidence retention policy. Any recordings related to
BPD administrative proceedings pursuant to this section shall be maintained until such matter is
fully adjudicated, at which time it shall be deleted in line with the Department's evidence retention
policy, and any applicable orders from the court. All data will automatically delete after the
aforementioned retention period by the System Administrator from Public Works.

Any recordings needed as evidence in a criminal or police misconduct proceeding shall be copied
to a suitable medium and booked into evidence in accordance with current evidence procedures.

1304.8 PUBLIC ACCESS
Data collected and used in a police report shall be made available to the public in accordance with
department policy and applicable state or federal law.

Requests for recorded video images from the public or the media shall be processed in the same
manner as requests for department public records pursuant to Policy 804.

Recorded video images that are the subject of a court order or subpoena shall be processed in
accordance with the established department subpoena process.

1304.9 THIRD-PARTY DATA-SHARING

Requests for recorded video from other law enforcement agencies shall be referred to the
Investigations Division Captain, or their designee for release in accordance with this policy, and
must be related to a specific active criminal investigation.

Data collected from the video surveillance system may be shared with the following:

(@) The District Attorney's Office for use as evidence to aid in prosecution, in accordance
with laws governing evidence;

(b) Other law enforcement personnel as part of an active criminal investigation;
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(c) Recorded video images that are the subject of a court order or subpoena shall be
processed in accordance with the established department subpoena process

Requests for recorded video from the Office of Director of Police Accountability and Police
Accountability Board shall be referred to the Investigations Division Captain, or their designee, for
release in accordance with Charter Article XVIII, Section 125, Subdivision (20)(a). The Chief of
Police will report any request from federal immigration authorities, vendor, or any non-local
agency to access data for federal immigration enforcement purposes within 10 days of receiving
the request.

1304.10 TRAINING

All BPD members authorized to operate or access video surveillance systems shall receive
appropriate training. Training should include guidance on the use of cameras, associated software,
and review of relevant policies and procedures, including this policy as well as review of relevant
City of Berkeley laws and regulations.

Training should also address state and federal law related to the use of video surveillance
equipment and privacy. All relevant recordings that are utilized will be collected pursuant to Policy
802 Property and Evidence, and retained pursuant to Policy 804 Records Maintenance.

1304.11 AUDITING AND OVERSIGHT

The video surveillance software generates a site log each time the system is accessed. The site
log is broken down by server, device, user or general access. The site log is kept on the server
for two years and is exportable for reporting. Video surveillance system audits will be conducted
by the Professional Standards Bureau's Audit and Inspections Sergeant on a regular basis, at
least biennial.

BPD will enforce against prohibited uses of this policy pursuant to Policy 1010, Personnel
Compilaints or other applicable law or policy. The City Manager shall enforce against any prohibited
use of the cameras and/or access to data by other City of Berkeley personnel.

The audit shall be documented in the form of an internal department memorandum to the Chief of
Police. The memorandum shall include any data errors found so that such errors can be corrected.
After review by the Chief of Police, the memorandum and any associated documentation shall be
placed into the annual report filed with the City Council pursuant to BMC Section 2.99.020 2. d.,
published on the City of Berkeley website in an appropriate location, and retained within the
Professional Standards Bureau.

1304.12 ACCOUNTABILITY
All saved data will be safequarded and protected by both procedural and technological means.
The Berkeley Police Department will observe the following safequards regarding access to and

use of stored data:

(a) Non-law enforcement requests for access to stored external fixed video surveillance

camera data shall be processed according to the Records Maintenance and Release
Palicy in accardance with applicable law

Copyright Lexipol, LLC 2025/03/17, All Rights Reserved. Surveillance Use Po|icy-Externa| Fixed Video
Published with permission by Berkeley Police Department Surveillance Cameras - 4




Berkeley Police Department
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Surveillance Use Policy-External Fixed Video Surveillance Cameras

(b)  All external fixed video surveillance camera data downloaded to any workstation or server
shall be accessible only through a login/password-protected system capable of
documenting all access of information by name, date and time.

(c) Berkeley Police Department members approved to access external fixed video
surveillance camera data under these gquidelines are permitted to access the data for
legitimate California law enforcement purposes only, such as when the data relate to a
specific criminal investigation or department-related civil or administrative action.

(d)  Aggregated external fixed video surveillance camera data not related to specific criminal
investigations shall not be released to any local, state or federal agency or entity
without the consent of the Chief of Police or City Manager.

(e) Measures will be taken to ensure the accuracy of external fixed video surveillance camera
information. Errors discovered in external fixed video surveillance camera data
collected by external fixed video surveillance camera units shall be marked, corrected
or deleted in accordance with the type and severity of the error in question.

(f) External fixed video surveillance camera system audits will be conducted by the Office of
Strateqgic Planning and Accountability on a regular basis, at least biennial.

(g)  Such external fixed video surveillance camera data may be released to other authorized
and verified law enforcement officials and agencies for leqitimate California law
enforcement purposes.

(h) Every external fixed video surveillance camera browsing inquiry must be documented by
either the associated Berkeley Police case number or incident number, and/or a reason

for the inquiry.
For security or data breaches, see the Records Release and Maintenance Policy.

1304.13 MAINTENANCE

It shall be the responsibility of the Public Works Department to facilitate and coordinate any
updates and required maintenance with access limited to that detailed in the City Manager's
promulgated policies.
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Policy Berkeley Police Department

1 3 O 5 Law Enforcement Services Manual

Surveillance Use Policy-Fixed Automated
License Plate Readers (ALPRS)

1305.1 PURPOSE

The purpose of this policy is to provide guidance for the capture, storage and use of digital data
obtained through the use of Automated License Plate Reader (ALPR) technology. Department
Personnel shall adhere to the requirements of the Surveillance Use-Fixed ALPRs in this policy as
well as the corresponding Use Policy -422.

The policy of the Berkeley Police Department is to utilize ALPR technology to capture and store
digital license plate data and images while recognizing the established privacy rights of the public.

All data and images gathered by the ALPR are for the official use of this department. Because
such data may contain confidential information, it is not open to public review.

The Berkeley Police Department does not permit the sharing of ALPR data gathered by the City
or its contractors/subcontractors for federal immigration enforcement, pursuant to the California
Values Act (Government Code § 7282.5; Government Code § 7284.2 et seq) — these federal
immigration agencies include Immigrations and Customs Enforcement (ICE) and Customs and
Border Patrol (CBP).

1305.2 DEFINITIONS

(@) Automated License Plate Reader (ALPR): A device that uses cameras and computer
technology to compare digital images to lists of known information of interest.

(b) ALPR Operator: Trained Department members who may utilize ALPR system/
equipment. ALPR operators may be assigned to any position within the Department,
and the ALPR Administrator may order the deployment of the ALPR systems for use
in various efforts.

(c) ALPR Administrator: The Investigations Bureau Captain or the Chief's designee,
serves as the ALPR Administrator for the Department.

(d) Hot List: Alist of license plates associated with vehicles of interest compiled from one
or more databases including, but not limited to, NCIC, CA DMV, Local BOLO's, etc.

(e) Vehicles of Interest: Including, but not limited to vehicles which are reported as
stolen, display stolen license plates or tags; vehicles linked to missing and/or wanted
persons and vehicles flagged by the Department of Motor Vehicle Administration or
law enforcement agencies.

()  Detection: Data obtained by an ALPR of an image (such as a license plate) within
public view that was read by the device, including potential images (such as the plate
and description of vehicle on which it was displayed), and information regarding the
location of the ALPR system at the time of the ALPR's read.

(g) Hit Alert from the ALPR system that a scanned license plate number may be in the
National Crime Information Center (NCIC) or other law enforcement database for a
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specific reason including, but not limited to, being related to a stolen car, wanted
person, missing person, domestic violation protective order or terrorist-related activity.

1305.3 AUTHORIZED AND PROHIBITED USES

Use of an ALPR is restricted to the purposes outlined below. Department members shall not use,
or allow others to use the equipment or database records for any unauthorized purpose (Civil
Code 8§ 1798.90.51; Civil Code § 1798.90.53).

(@) An ALPR shall only be used for official law enforcement business.

(b)  An ALPR may be used in conjunction with any routine patrol operation or to support
criminal investigations. Reasonable suspicion or probable cause is not required before
using an ALPR database.

(c) Partial license plates and unique vehicle descriptions reported during crimes may be
entered into the ALPR system in an attempt to identify suspect vehicles.

(d) No member of this department shall operate ALPR equipment or access ALPR data
without first completing department-approved training.

(e) If feasible, the officer should verify an ALPR response through the California Law
Enforcement Telecommunications System (CLETS) before taking enforcement action
that is based solely on an ALPR alert. Once an alert is received, the operator should
confirm that the observed license plate from the system matches the license plate of
the observed vehicle. Before any law enforcement action is taken because of an ALPR
alert, the alert will be verified through a CLETS inquiry via MDT or through Dispatch.

(H  Members will not take any police action that restricts the freedom of any individual
based solely on an ALPR alert unless it has been validated. Because the ALPR alert
may relate to a vehicle and may not relate to the person operating the vehicle, officers
are reminded that they need to have reasonable suspicion and/or probable cause to
make an enforcement stop of any vehicle. (For example, if a vehicle is entered into the
system because of its association with a wanted individual, Officers should attempt to
visually match the driver to the description of the wanted subject prior to making the
stop or should have another legal basis for making the stop.)

(g) Hot Lists. Designation of hot lists to be utilized by the ALPR system shall be made by
the ALPR Administrator or his/her designee. Hot lists shall be obtained or compiled
from sources as may be consistent with the purposes of the ALPR system set forth
in this Policy. Hot lists utilized by the Department's LPR system may be updated by
agency sources more frequently than the Department may be uploading them and thus
the Department's LPR system will not have access to real time data. Occasionally,
there may be errors in the LPR system's read of a license plate. Therefore, an alert
alone shall not be a basis for police action (other than following the vehicle of interest).

(h) Prior to initiation of a stop of a vehicle or other intervention based on an alert,
Department members shall undertake the following:

1.  Verification of status on a Hot List. An officer must receive confirmation, from
a Berkeley Police Department Communications Dispatcher or other department
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computer device, that the license plate is still stolen, wanted, or otherwise of
interest before proceeding (absent exigent circumstances).

2. Visual verification of license plate number. Officers shall visually verify that the
license plate of interest matches identically with the image of the license plate
number captured (read) by the LPR, including both the alphanumeric characters
of the license plate, state of issue, and vehicle descriptors before proceeding.
Department members alerted to the fact that an observed motor vehicle's license
plate is entered as a Hot Plate (hit) in a specific BOLO (be on the lookout) list are
required to make a reasonable effort to confirm that a wanted person is actually
in the vehicle and/or that a reasonable basis exists before a Department member
would have a lawful basis to stop the vehicle.

3. Department members will clear all stops from hot list alerts by indicating the
positive ALPR Hit, i.e., with an arrest or other enforcement action. If it is not
obvious in the text of the call as to the correlation of the ALPR Hit and the arrest,
then the Department member shall update with the Communications Dispatcher
and original person and/or a crime analyst inputting the vehicle in the hot list (hit).

4, General Hot Lists (SVS, SFR, and SLR) will be automatically downloaded into
the ALPR system a minimum of once a day with the most current data overwriting
the old data.

5.  All entries and updates of specific Hot Lists within the ALPR system will be
documented by the requesting Department member within the appropriate
general offense report. As such, specific Hot Lists shall be approved by the
ALPR Administrator (or his/her designee) before initial entry within the ALPR
system. The updating of such a list within the ALPR system shall thereafter be
accomplished pursuant to the approval of the Department member's immediate
supervisor. The hits from these data sources should be viewed as informational;
created solely to bring the officers attention to specific vehicles that have been
associated with criminal activity.

(i)  All Hot Plates and suspect information entered into the ALPR system will contain the
following information as a minimum:

1.  Entering Department member's name
2. Related case number
3. Short synopsis describing the nature of the originating call

() Login/Log-Out Procedure. To ensure proper operation and facilitate oversight of the
ALPR system, all users will be required to have individual credentials for access and
use of the systems and/or data, which has the ability to be fully audited.

(k) Permitted/Impermissible Uses. The ALPR system, and all data collected, is the
property of the Berkeley Police Department. Department personnel may only access
and use the ALPR system for official and legitimate California law enforcement
purposes consistent with this Policy. The following uses of the ALPR system are
specifically prohibited:
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1. Invasion of Privacy: Except when done pursuant to a court order such as a
search warrant, is a violation of this Policy to utilize the ALPR to record license
plates except those of vehicles that are exposed to public view (e.g., vehicles on
a public road or street, or that are on private property but whose license plate(s)
are visible from a public road, street, or a place to which members of the public
have access, such as the parking lot of a shop or other business establishment).

2. Harassment or Intimidation: It is a violation of this Policy to use the ALPR system
to harass and/or intimidate any individual or group.

3.  Use Based on a Protected Characteristic. It is a violation of this policy to use the
LPR system or associated scan files or hot lists solely because of a person's,
or group's race, gender, religion, political affiliation, nationality, ethnicity, sexual
orientation, disability, or other classification protected by law.

4, Personal Use: Itis a violation of this Policy to use the ALPR system or associated
scan files or hot lists for any personal purpose.

5. First Amendment Rights. It is a violation of this policy to use the LPR system
or associated scan files or hot lists for the purpose or known effect of infringing
upon First Amendment rights.

(D  Anyone who intentionally, or negligently, engages in an impermissible use of the ALPR
system or associated scan files or hot lists shall be subject to administrative sanctions,
up to and including termination, pursuant to and consistent with the relevant collective
bargaining agreements and departmental policies.

(m) No ALPR operator may access California Law Enforcement Telecommunications
System (CLETS) data unless otherwise authorized to do so. If practicable, the
officer should verify an ALPR response through the California Law Enforcement
Telecommunications System (CLETS) before taking enforcement action that is based
solely on an ALPR alert.

1305.4 DATA COLLECTION

The Investigations Division Captain is responsible for ensuring systems and processes are in
place for the proper collection and retention of ALPR data. Data will be transferred from vehicles
to the designated storage in accordance with department procedures. Evidentiary hit data shall
be transferred into the Department's digital evidence repository through secure integration.

All ALPR data downloaded to the ALPR server should be stored for no longer than 30 days, and
in accordance with the established records retention schedule. Thereafter, ALPR data should be
purged unless it has become, or it is reasonable to believe it will become, evidence in a criminal
or civil action or is subject to a discovery request or other lawful action to produce records. In
those circumstances the applicable data should be downloaded from the server and uploaded into
BPD's digital evidence repository.

ALPR vendor, will store the data (data hosting) and ensure proper maintenance and security
of data stored in their data towers. The ALPR vendor will purge their data at the end of the 30
days of storage. However, this will not preclude Berkeley Police Department from maintaining any
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relevant vehicle data obtained from the system after that period pursuant to the established City
of Berkeley retention schedule mentioned above or outlined elsewhere. Relevant vehicle data are
scans corresponding to the vehicle of interest on a hot list. The ALPR vendor and Department
shall ensure that the necessary data is captured and stored to accurately report the relevant
data required in the Annual Surveillance Technology report. Once the City Council approves the
Annual Surveillance Technology report all said data may be purged so long as it doesn't violate
the Retention guidelines.

Restrictions on use of vendor Data: Information gathered or collected, and records retained by
the vendor's cameras or any other Berkeley Police Department ALPR system will not be sold,
accessed, or used for any purpose other than legitimate California law enforcement or public
safety purposes.

1305.5 DATA ACCESS

(@ No member of this department shall operate ALPR equipment or access ALPR data
without first completing department-approved training.

(b) No ALPR operator may access California Law Enforcement Telecommunications
System (CLETS) data unless otherwise authorized to do so.

(c) If practical, an operator should verify an ALPR response through the California Law
Enforcement Telecommunications System (CLETS) before taking enforcement action
that is based solely on an ALPR alert.

1305.6 DATA PROTECTION

All saved data will be safeguarded and protected by both procedural and technological means.
The Berkeley Police Department will observe the following safeguards regarding access to and
use of stored data (Civil Code § 1798.90.51; Civil Code § 1798.90.53):

(@ Non-law enforcement requests for access to stored ALPR data shall be processed
according to the Records Maintenance and Release Policy in accordance with
applicable law.

(b) All ALPR data downloaded to any workstation or server shall be accessible only
through a login/password-protected system capable of documenting all access of
information by name, date and time (Civil Code § 1798.90.52).

(c) Berkeley Police Department members approved to access ALPR data under these
guidelines are permitted to access the data for legitimate California law enforcement
purposes only, such as when the data relate to a specific criminal investigation or
department-related civil or administrative action.

(d) Aggregated ALPR data not related to specific criminal investigations shall not be
released to any local, state or federal agency or entity without the consent of the
Chief of Police or City Manager (i.e. If transportation department requested volume of
vehicular traffic associated with specific events, it could conceivably be provided with
the count of vehicles, but not the specific license plates with appropriate permissions).
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(e) Measures will be taken to ensure the accuracy of ALPR information. Errors discovered
in ALPR data collected by ALPR units shall be marked, corrected or deleted in
accordance with the type and severity of the error in question.

(H ALPR system audits will be conducted by the Office of Strategic Planning and
Accountability on a regular basis, at least biennial.

() Such ALPR data may be released to other authorized and verified law enforcement
officials and agencies for legitimate California law enforcement purposes.

(h) Every ALPR Detection Browsing Inquiry must be documented by either the associated
Berkeley Police case number or incident number, and/or a reason for the inquiry

For security or data breaches, see the Records Release and Maintenance Policy.

1305.7 CIVIL LIBERTIES AND RIGHTS PROTECTION

The Berkeley Police Department is dedicated to the most efficient utilization of its resources and
services in its public safety endeavors. The Berkeley Police Department recognizes the need
to protect its ownership and control over shared information and to protect the privacy and civil
liberties of the public, in accordance with federal and state law. The procedures described within
this policy (Data Access, Data Protection, Data Retention, Public Access and Third-Party Data
Sharing) protect against the unauthorized use of ALPR data. These policies ensure the data is
not used in a way that would violate or infringe upon anyone's civil rights and/or liberties, including
but not limited to potentially disparate or adverse impacts on any communities or groups.

1305.8 DATA RETENTION

All ALPR data belongs to the Department. All ALPR data downloaded to the ALPR server should
be stored for no longer than 30 days, and in accordance with the established records retention
schedule. Thereafter, ALPR data should be purged unless it has become, or it is reasonable to
believe it will become, evidence in a criminal or civil action or is subject to a discovery request
or other lawful action to produce records. In those circumstances the applicable data should be
downloaded from the server and uploaded into BPD's digital evidence repository.

ALPR vendor, will store the data (data hosting) and ensure proper maintenance and security
of data stored in their data towers. The ALPR vendor will purge their data at the end of the 30
days of storage. However, this will not preclude Berkeley Police Department from maintaining any
relevant vehicle data obtained from the system after that period pursuant to the established City
of Berkeley retention schedule mentioned above or outlined elsewhere. Relevant vehicle data are
scans corresponding to the vehicle of interest on a hot list. The ALPR vendor and Department
shall ensure that the necessary data is captured and stored to accurately report the relevant
data required in the Annual Surveillance Technology report. Once the City Council approves the
Annual Surveillance Technology report all said data may be purged so long as it doesn't violate
the Retention guidelines.
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1305.9 PUBLIC ACCESS
All data and images gathered by the ALPR are for the official use of this department. Because
such data may contain confidential information, it is not open to public review.

The Department shall to the extent feasible aim to offer a transparency portal wherein the number
of scans, hits, and queries is available to the public in real-time, or as near as real-time as feasible.
All data shall be reported in the Annual Surveillance Technology Report.

1305.10 THIRD PARTY DATA-SHARING
The ALPR data may be shared only with other law enforcement or prosecutorial agencies for
official law enforcement purposes or as otherwise permitted by law.

(@) A supervisor at the requesting agency will sign an acknowledgment letter stating
that the shared data will only be used for the purposes that are aligned with the
Berkeley Police Department's policy. The Berkeley Police Department does not permit
the sharing of ALPR data gathered by the City or its contractors/subcontractors
for purpose of federal immigration enforcement, these federal immigration agencies
include Immigrations and Customs Enforcement (ICE) and Customs and Border Patrol
(CBP).

(b) The signed letter is retained on file. Requests for ALPR data by non-law enforcement
or non-prosecutorial agencies will be processed as provided in the Records
Maintenance and Release Policy (Civil Code § 1798.90.55).

(c) Allsigned letters shall be routed to the Office of Strategic Planning and Accountability
for compliance and reporting.

ALPR data is subject to the provisions of the Berkeley Police Department's Immigration Law Policy,
and hence may not be shared with federal immigration enforcement officials.

1305.11 TRAINING
Training for the operation of ALPR Technology shall be provided by BPD personnel. All BPD
employees who utilize ALPR Technology shall be provided a copy of this Surveillance Use Policy.

1305.12 AUDITING AND OVERSIGHT

ALPR system audits will be conducted by the Office of Strategic Planning and Accountability on
a regular basis, at least biannually. The data from the fixed ALPRs shall be reported annually in
the Surveillance Technology Report.

Any ALPR data or images that are utilized for an investigation that becomes evidence in a case
will be made available to the Office of the Director of Police Accountability (ODPA) as it relates
to a specific complaint of misconduct. Additionally, the results of any audits will be shared with
the ODPA upon their completion.
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1305.13 MAINTENANCE

Any installation and maintenance of ALPR equipment, as well as ALPR data retention and
access, shall be managed by the Investigations Division Captain or his or her designee. The
Investigations Division Captain will assign members under his/her command to administer the
day-to-day operation of the ALPR equipment and data. Equipment maintenance shall be provided
by the vendor.

1305.14 ATTACHMENTS
See attachment: ALPR Acknowledgment Letter.pdf
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AUTOMATED LICENSE PLATE READERS
DATA SHARING ACKNOWLEDGMENT LETTER

This letter is to certify that the (AGENCY NAME) has requested to receive data from the
Berkeley Police Department’s Automated License Plate Readers Program.

Data shared by the Berkeley Police Department will only be used for legitimate California law
enforcement purposes ONLY, and not for other purposes such as immigration, personal use,
harassment, and any other usages that are against the Berkeley Police Department’s Policy.

By signing this letter, the representatives of (AGENCY NAME) agree to abide by this policy.

(Signature/Print name)

(Title/Rank)

(Date)


https://www.ci.benicia.ca.us/vertical/sites/%7BF991A639-AAED-4E1A-9735-86EA195E2C8D%7D/uploads/ALPR_Policy.pdf
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